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Device Performance Metrics

* Temperature — How hot can the device get?
« System should throttle when it reaches a certain temperature

 CPU Usage — How much can the CPU handle?
* Too many processes and applications can overload a CPU

 Memory — How much can the RAM handle?
« What's the size and frequency that RAM can handle?
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Temperature Metric

& Specay — O e

File Wiew Help

» Here is a screenshot of Speccy

« Speccy is an application that shows
information about hardware and software

= 10 Pro 64-bit

- * Notice, the CPU temperature is
otz currently 72° Celsius

DELL S2721HS
Intel UHD Grap

, e * Notice, the storage temperature is
= GSTONM S_ﬂ_m:u:lSE:T-‘E4-|:|-EI._E:E_;#"_E_E“E;I;EI;ET?]bD“ 36 °c L] Cu rrently 360 CeISIUS

yptical disk drives detected

Realtek Audio
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CPU Usage Metric

(%) Resource Monitor - O >

File Monitor Help

Overview CPU Memaory Disk Metwork

.  Here is a screenshot of the

Processes B 145 CPU Usage [T 189% Maximum Frequ... "E? A } 1 Views - .

[] Image FID Description Status 63 CPU - Total 100% ReSO u rce M O n Itor

|:| SearchApp.exe 18324 Search application Suspended . .
|:| ShellExperienceHost. exe 6340 Windows Shell Exper... Suspended ® The Resource Monltor helpS mOnltOr
|:| AdobeMotificationClient.exe 204 Adobe Motification C...  Suspended

|:| AcrobatNotificationClient.exe 1420 AcrobatNotificationC...  Suspended the usage Of resources On a SyStem
|:| Caleculator.exe 13372 Calculator. exe Suspended

|:| SearchApp.exe 12540 Search application Suspended

[ Locktpp.exe 20324  Lockhpp.exe Suspended &0 Seconds 0% -

[] YourPhone.exe 24904 Suspended y Service CPU Usage 100% - . 0

i I A SR ey Fle b Te ke U leak e e o

z : * Notice, around 14% of the CPU
Services B 05 P Usage 0 Is being used at this time

Mame PID Descrip... Status Group ™

WinDefend 4240 Micras...  Runni.,

DeviceAssociationService 2744 Device ... Runni.. Locals... 0% -

BthawvctpSve 1552 AVCTP... | Running | Locals.., CPUD 100%

Winmgmt 3916 Windo... Runni.. netsvecs

RpcEptMapper 1124 RPC En.. PRunni.. RPCSS

Whearch 4932 Windo... Runni.

Dnscache 3096 DMS Cl...  Runni.. Metwao..,

DPS 3248 Diagn... Runni...  Locals..,

CYB=R.ORG




Memory Usage Metric

"\_'i" Resource Monitor _ 0 w

File Meonitor Help

Overview CPU Memory Disk Network

Processes ™ 595t Used Physical Memary i:l:\::' ~ EEF Views - ~ i Here IS a ScreenShOt Of the
[] image FID Hard Faults..  Commit (KB} Working 5. Shareable ™ Used Physical Memory  100% Resource Monitor
[ Memory Ca... 2700 o 3,572 1,137,772
L) sebpeng.exe | 4240 o| bk mMze| a2 « The Resource Monitor helps monitor
[] POWERPNT... 20524 o 458,496 561,160 161,
(] oneDrive.exe 17684 o sa208 346 3 the usage of resources on a system
[ Teams.exe 16720 o 395,916 306,832 33.:
[] Teams.exe 2064 o 396,376 285,832 33.¢
[] EXCELEXE 17620 o 282,712 284192 140,( 60 Seconds 0% -
] oUTLOOK.EXE 10548 0 503,904 243,064 18t Commit Charge 100%
| T, anTaa ~ As AN arm o an ETrs
' % of
¢ 2 « Notice, around 59% of the memory
Physical Memory ™ 9505 MEIn Use M 5447 ME Available (A) . b . d . .
IS being used at this time
. 0%
Hard Inu Modified Standb F
Theme Mase Mot Memw e ord Foussec 100
328 MB
Available 8447 ME
Cached 400 MB
Total 16056 MB
Installed 16384 MB

CYB=R.ORG




Network Performance Metrics

« Bandwidth — Maximum transfer speeds
* Measured in bps, Mbps, or Gbps

» Latency — Speed of the transmission
« How fast did the packet get from the source to the destination

« Jitter — The difference in packet delay
« Often caused by network congestion
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Network Performance Metrics

 Here is a screenshot a Cloudflare
Your Internet Speed online network test

Downioad © Uplozd © Ping © » Cloudflare has a free online network
test (speed.cloudflare.com)

23.4 s

420... 16.0 veps

* Notice the download and upload
bandwidth test

\ 4.63 « Download bandwidth is 420 Mbps
M W\N  Upload bandwidth is 16 Mbps
e 000 o | * Notice the ping latency test
* The latency is 23.4 ms

Jitter ©

* Notice the jitter test
* The jitter is 4.63 ms
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Other Metrics

« Baseline — The standard level of performance
» Used for both devices and networks

* NetFlow Data — All the TCP/IP traffic being collected

» Helps create a picture of network traffic

« Uptime/Downtime — How long a system is up or down
« Uptime — How long/what percentage of time the system is running
« Downtime — How long/what percentage of time the system is not running
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